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F-SECURE’

The Viral Future

F-Secure ware 18 1o deles) and
warn of the Mydoom email wom. Mr
Juhmu Hivela works as  Aegh
=0 &t the F-Secure Gorporation's
Gmwlh Coundry Growp and speaks
abaut the future of malwars.

The Wydoom emall worm, which
was idendiliad in Janvary this year, has
already spread maons than Sobig.F. The
Sobig.F worm spread massively in
August 2003 2rd watil now has kaid the
tille of the fastest spreading email
worm in histery, Emall wormms zre
currently lhe most commen virus bepe
in the world. Artomatic networns worms
can =pread avan faster, but thay ars
not neary g5 comiman. Mydoom masks
infecled emails fo look like a systermn
arror and in =ddtion to ssnding fesli o
emadl sddresses lound fom users
files, the worm also creatss new
addrezsss by gusssing comman Ussr
namas, |z timaly release during the
middle of husingss howss In the US
sl=0 |sad it to contaminaie =sveral
|ErQs cOrporate netwarks.

An F-Zezcure Radar Lavel 2
Alert first wamed about the
Mydaom worm, the worst email
worm ingidant in virus history, on
Jamuary Z5th, al 23:05 UTC.
Three hours later the alert was
raisad ko Radar 1. F-Secura
shippad detection of the vines at
2308 UTC —in 1 hours S0 min-
utes from the momant the first
sample of the worm was recsived.

Based in Finland, Mr Ju vl
la currently r=sponsible to manage F-
Szoures business in Middle East and
Central & Eastemn Euroos. In spesking

Akl fheir wardk in thes Acddla Fack ke

Altheugh Mydoom (aka Nowarg) is
noew very widaspraad, i doss nol poae
an immediate  threat to infected
computsrs,  Mydoom  launchsz &
workdwide denizl-ol-serdice athack from
svery infecied computer 2gainst the
webzite wewwspocam, which balongs
10 SC2, a wall-known Unix wsndar. In
taal, st i alresady sickoarmad the
viruz ‘ScoBig.' Howsver, this abeck
should Aol affecl he rest ol Hhe
internet. Mr Kivela referred o the
Mydoom ouibreax by saying, “In
saveral ways, It has bsen the fastest
spreading emall worm in hiztonye
Mydoom has ¢ d SC0, a 1]
ke Uik wendkon fater vergion al

“THs and ewven cars

seresnshols of the Mydoom worm are
available in the F-Securs Vir
Dezcriplion Dalabase atl hilpzieved-
securs. comiv-desce/novarg.shim’

When speaking about how users
might carmbat virusas an the whols, Mr
Kivelz said, "Tha big mzjority of viruses
and warrns are shill spread via email
attachmants. An sffcient way to be
pratectsd |8 not to open any SUSicious
amniil, especially emails coming from
unkrown senders should be delsted
wilhoul sven praviewing them, Usens
should b= ca when =nmtering
histher amail askdrsss i any unkrown
wehaite; the emall eddresa should be
presented doarly In 3 i 1o vt
daie anti-virus sofiwars emch ussr
should alzo have persenal frewall
soffware  installzd, Eoftwars
prevenis  Infruslon  stempls and
profacls apainst attempls 1o stsal
valuable data fram the PC. F-Secuse's
Client  Security is an  inlegratsd
packsos that pratscts the uzer eg=:r~gt
Mmedem comsined reats” In relatisn
b wsing amail as a means be spraad,
WMr Kivelz spoks sbowt how best o
cormiad juns amail, *In the last twelve
months, these emall woms That ame
zpresd by junk emasil have been
multplied millionz &nd millans of Eres
and  haiped  their propagation
trsmsndously. Agsinst junk smails the
most eflicient sofution is & spam fller.
The filkzr can foade in various parts of
e network: the wser workstation,
corporate mail gateways or at ISP =itz
F-Secure will come oul during nexd
cuarter with a =slection of toals fo
reduce Incoming epem.”

Theugh wiruses may appsar to be
predominzntly  sasocisted with
compuler usage, hane is B likelihood
of  their  zoreadi i any
ielesormrmenicalions device (or via any
telzcommunicetions dewios) Mr Kivels
responded o this poinl By saving,
“Wirusss can liwe and spresd when
there |3 ansmission of data between
davices who haws procsssing and
communication  cepebilities. As
diffsrant kind of dswices used by
masses of peaple ae gelling rmang

are starting to have

connections 1o net. As soon as they are online,

there will be a high risk
run on them too.”

Mydoom, referred to 2z Deomjuice s
special as il |r|h<,~<,l-, e
ara si=ady
not spread over emall, and instead of
altacking sco.com it triss {0 perform an
etizck an micrzsott.com.®

Gurrenl  astimalss  show  Ihal
bstw=an 20% - 30% of all emzl rafils
wirldwide is generaled by this wom,
Fr3ecure is espesially urging rermel
Sorvice Prowiders to stan dropping
Infecied emails Instead of delivedng
lhem o end wsers. F-Sggure is
r=izasing Infermstion for ISFa an how
In refiakly detect infectsd emails from
meil queuss with malmum procsssing
meer R sl wan lha uirne

for malicious code to be

‘clever' the probability fo have
probiemns with viruses is gedling
The nswrzl next targst could o= the
smar phons. TWs and even cars ame
starling o have connaclions fo ned, As
soan 23 they ars anline, there will be a
gt risk for malisious cede o be un
on them 100."

Whslher ar na! ugaers will guer be in
# posilion o efectvely guard against
malicicus =oitwars iz 2 point that Mr
Kovelz spoke about fhis by seying, it
seems that i will be a conbinual
precess, end It Is very difficull 1o look
al, many people are pessimislic abowt
=ver complstaly resalving the altuation.

Al e epdlwares will hals snd
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