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Zafi.B worm can terminate antivirus programs

Advanced German Technology, AGT, a leading supplier of premier security products,
solutions and services, focusing on the Middle East and F-Secure Corporation, the
leading provider of centrally managed security solutions for the mobile enterprise, are
wWarning computer users in the region of a nesw variant of the Zafi email worm - ZafiB -
that was found in the wild on Friday, June 11th.

Due to the worm's rapid speed of spread, t vwas raized to Radar level 2 alert on Sunday,
june 13th. The worm spreads by email in variable PIF -, EXE-, or COM -attachments. it
alzo zends the messages in several different languages; .. in Englizh, kalian, Spanish,
Fussian, Swedish, German ar Finnish.

Like a typical email worm, Zafi B alzo gathers addrezzes from the uzers address books
and then spreads by zending itzelf to thoze addreszes. When the worm activates, it
copies tself to the Windows System Directary wvith & random DLL and random EXE
name. After this the worm scans through all directories in the system and replicates as
either “winamp 7.0 full_inztallexe' or Taotal Commander 7.0 full_install exe’ to all folders
that contain ‘share' or 'upload' in their name. In addition to thiz, it terminates all applications
that have fireweal' or “wirus' in their filename.

In a strategic partnership with F-Secure, for the Middle East, AGT focuses on providing
Arab organizations with F-Secure's award-winning security solutions, including antivirus,
deskiop firevveall with irtruzion prevention and netwaork encryption.




